
DATA PROTECTION 
HRUFC Data Protection 

Those employees and volunteers, who have authorised access to personal data, should 
not use or disclose information in any manner that is incompatible with the purpose for 
which it is being held. Failure to abide by the above requirements may result in 
disciplinary action. 

Compliance with the Data Protection Act 1998 

Because the Club holds and processes information about individuals (employees, 
people in customer and supplier organisations, etc.) it falls within the scope of the 1998 
Data Protection Act, and is registered as a ‘Data Controller’ under it. 

The Act covers not only computerised data, but also manual records held in “relevant 
filing systems” (systems which are structured, and which allow for ordered retrieval, 
including card indexes). 

This describes the key principles that impact employees in the normal course of their 
work. Some employees may have additional procedures that cover specialised activities, 
for example, management of mailing lists. 

The 1998 Act distinguishes between what might be called ordinary personal data such 
as name, address and telephone numbers; and sensitive personal data including 
information relating to racial or ethnic origin, political opinions, religious beliefs, trade 
union membership, health, sex life and criminal convictions. The processing of the latter 
type of data is subject to stricter conditions. 

Principles of the Data Protection Act 

The Act comprises eight principles that are summarised, to highlight aspects which will 
be most relevant to the Association’s employees in the course of their normal activities. 
As such, this is not a definitive explanation of the Act in all circumstances. 

• The First Principle says that personal data shall be processed fairly and lawfully. In 
practice, this means that the data subject (the individual whose data is being processed) 
understands what data the Association holds and what the Association is doing with it, 
either because the subject has given their consent or because it is a necessary part of a 
business transaction. So, the Association could use a customer’s name and address to 
process an order, but could not use those details for marketing purposes without 
consent for this extended use. In the case of sensitive personal data, the consent must 
be specific. 

People who contact the Club to request information of various types, such as 
membership data – these requests should be forwarded to the Data Manager for their 
response. 
Data that the Club holds about people is not used for marketing purposes or to explicitly 
request money / donations. People who ask to stop receiving the Club information have 
the right to request their information be deleted. 

• The Second Principle says that data shall be obtained only for one or more specified 
and lawful purposes, and shall not be further processed in any manner incompatible 



with that purpose or those purposes. Notification to the Information Commissioner 
(previously the Data Protection Registrar) requires the Association to state the 
purpose(s) that types of data will be used for. Even if the Association holds data that 
would be useful for new purposes, the Association cannot use it in that way without 
making the data subjects aware and updating the notification that the Association sends 
to the Information Commissioner. 

• The Third Principle requires that personal data shall be adequate, relevant and not 
excessive. In other words, the Club should not capture and hold information that does 
not have an identified use today. The information captured by the Club is determined by 
the nature of the initial enquiry. 

• The Fourth Principle says that personal data shall be accurate, and where necessary, 
kept up to date. In practice, keeping data up to date will be far more important where 
employees’ records are concerned than. 

Data held by the Club about the Club members is kept up to date as and when the Club 
is informed about changes by data subjects themselves. This is to ensure that the Club 
supporters are provided with the information most relevant to their circumstances. 

• The Fifth Principle requires that personal data processed for any purpose(s) shall not 
be kept for longer than necessary for that purpose(s) so housekeeping becomes more 
important. 

The club retains data about its members until such time as a member requests to no 
longer be a member and then 3 months in archive. 

• The Sixth Principle says that personal data shall be processed in accordance with the 
rights of the data subject under the Act. Data subjects are entitled to ask any Data 
Controller who may hold information about them for a copy of that information. In 
addition, they have rights which include: 

The right to prevent processing likely to cause damage or distress 
The right to prevent processing for the purposes of direct marketing 
The right to take action to rectify, block, erase or destroy inaccurate data 

Data held by the club is processed only for the four purposes outlined under the Second 
Principle (above). The Club members may at any time request copies of the data held 
about them; request further details of how their data are used; and request for any / all 
of their data to be amended, corrected or destroyed. 

• The Seventh Principle says that appropriate technical and organisational measures 
shall be taken against unauthorised or unlawful processing of personal data and against 
its accidental loss or destruction. Compliance with our “Rules and Guidelines for 
Computer Users” is important in this respect. 

The HRUFC LTD Club staff are aware that data held by the Club should not be copied or 
taken off site without the express permission of the Club Manager – and even then, only 
where doing so might be reasonably considered necessary in order to fulfil its lawful 
purpose for which the Club holds data. Under this principle, the Club staff who work 
away from the office may have remote access to data held by the Club – e.g. via a 
virtual personal network – on the understanding that data is not copied or stored off 
site. The Club staff are aware that deviating from this principle may constitute a serious 
case of Gross Misconduct, resulting in disciplinary measures up to and including 



dismissal. With regards to non-club staff copying data from PCs in the office, the Club 
has a number of general office security measures (e.g. electronic entry system on the 
front door; PCs not easy to access without being noticed) which minimise the risks of 
opportunistic data theft. 

• The Eighth Principle prohibits the transfer of personal data to a country outside the 
European Economic Area unless that country has equivalent safeguards for the 
protection for the rights and freedom of data subjects and their personal data. This does 
not apply if the individual gives consent or where data protection conditions are 
embodied in a contract with the overseas organisation. 

Compliance 

All employees must comply with the requirements of the Data Protection Act 1998. If an 
employee is uncertain how the Act affects them they should discuss it further with the 
Association Manager. 

Data Processing 

The Data Protection Act 1998 regulates the way in which certain information about the 
Club employees is held and used and the Club is registered in accordance with the Act. 

Personal File Records 

Employees should be aware that relevant details, letters, notes, etc., appertaining to their 
employment with the Club, and other related matters, are retained in a confidential 
personal file. The contents of the employees file will only be used for necessary 
business purposes and will not be disclosed to third parties without the employees 
express approval. 

The employee must inform the Club of any changes to their personal circumstances – 
e.g. name, address, next of kin etc. 

Information Security 

Information is a vital business asset. It forms the basis of day-to-day operations. It is the 
basis for informed decision making. Some information is sufficiently confidential that its 
disclosure to competitors, suppliers or customers could damage the business. 
Information relating to people may be sensitive and cause damage or distress if wrongly 
disclosed or lost. 

The Club has a duty to safeguard: 

Confidentiality – ensuring that information is accessible only to those authorised to 
have access 
Integrity – safeguarding the accuracy and completeness of information and processing 
methods 
Availability – ensuring that authorised users have access to when required 

Responsibility 

The Club Data Manager is responsible for the formulation and review of this policy and 
for providing resources for its effective implementation. 

All members of staff are responsible for complying with this policy and any supporting 
procedures. Failure to do so may lead to disciplinary action that could include dismissal. 



Gaining unauthorised access to any computer system, whether owned by the 
Association or third parties, may constitute an offence under the Computer Misuse Act 
1990, which is enacted in criminal law. 

Principles 

The Club will fully comply with all legal and contractual obligations, including, but not 
limited to, compliance with the Data Protection Act 1998 and GDPR; using only correctly 
licensed computer software and operating it in accordance with the terms of the license; 
complying with any non-disclosure agreements and respecting copyright and intellectual 
property rights. 

Access to computer systems will be protected by a system of passwords or other 
authentication methods appropriate to the importance of the information held. 
Passwords that are issued and must not be disclosed, shared (unless specifically 
authorised) or written down in a form in which they could be identified and used. 

Procedures and systems, including software, will be maintained to ensure that the risk of 
infection by computer viruses is minimised and that all possible steps have been taken, 
within the limits of reasonable cost, to prevent disclosure, loss or damage as a result of 
any hacking attack. Breaches, or suspected breaches, of this policy should be reported 
to the Club Data Manager who will conduct an investigation and instigate appropriate 
remedial action. 

Registration with the ICO Commission 

As a ‘not for profit’ organisation, HRUFC LTD is exempt from being registered but have 
decided to be registered. 

ICO 0451 001 638 
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